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Dear Insurance Commissioners of the United States of America,

Globe Life & AIL Data Protection Breaches

elizabeth.perri@go.as.gov

We last wrote to you on June 12, 2024, regarding significant data vulnerabilities at Globe Life, in which sensitive
policy holder details were publicly available. We have attached a copy of our previous letter to the end of this

letter.

We write to you again to inform you that these vulnerabilities have not been resolved.

Our previous correspondence detailed security flaws in the |} I ebsite and the public accessibility
of several | s c2dsheets containing policyholder information. As of February 13, 2025, this
vulnerability remains unresolved; any user with the URL to the |} sorcadsheets can access
them without signing in. The spreadsheets are accessible at the following URLs:

The URLs to the spreadsheets are easily accessible through |GGG
I cbpage . I
|

I’ his indicates that, instead of implementing any security measures to lock sensitive client
information, agencies have simply removed the unprotected link from the new iteration of their website.

" |
a4

Viceroy Research Group

1

viceroyresearch.org



Information contained in vulnerabilities

Upon re-inspection, we have found that || Civu/cc @ much greater extend of

sensitive information than we initially thought. The following (inexhaustive) list of sensitive data includes:

=  Policyholder names, policy numbers, coverage types, premiums and phone numbers.

AgentID| - | Tvpe | ~ | Pers Pr ~ |Insured's Name

LIFE
LIFE
LIFE
LIFE
A&H
LIFE
LIFE
LIFE
LIFE
LIFE
A&H
LIFE

WLR3FN
WLP3FN
WLP3MN
STRC10FN
A71MRIFL
WLP3MN

STLCH

WLR3FN
STRC10FN
WLR3FN
H34MFL3
WLP3MN

I ;<o disheet

=  The status and reasons for lapses, underwriting denials, trial applications and modifications.

~ | Policv #| - | Life or/ ~ | Plan Short Name | ~ | Bill For ~

/I0DS- SIGNED AMDT NTO 4/20 s/4] e/21]
10D- NO PRD NTO 5/2]  5/16] /2
JIGNED AMDT NTO 53] s/17 /3]
IIGNED AMDT NTO 5/13[ 5270 6/29
JW- APS INC 6/21] 7/4] 7/3)
IW- EXAM WTH 6/22| /2| 7/3)
JW- APS INC 6/29) 7/9) 7/9)
AAX COV DEC 7/7] 7717 8/7,
AAX COV DEC 77 7717 8/7,
AAX COV DEC 7/7] 7717 8/7,
/I0DS- COD TRIALNTO 5/12]  5/26]  7/12)
JW- APS INC 6/30]  7/10]  7/17
/0DS- COD WTH 712|726 912
IW- APS 6/23) 73 7/24
JW- DEPRESSION Q nto 7/4 7/14] 8/7
JW- APS CLTBS INC 7/28] 8/7] 8/7,
JW- 800# WTH 81 811 g8
JECLINED TRIAL 411 /1] 5/8|
/0DS- SIGNED AMDT 6/3  6/17]  8/17]
JW- INC APS NO PRD 7/28] 8/7, /3]

Bill Mode | ~  Issue Date | ~ | Run Date |-!| Annulized Premiy ~

¢ 7 o 4/15/2023  1/15/2024 -745.85
c 7 3/1/2024  4/10/2024 -302.16
c 7 o 3/1/2024  4/10/2024 -330.48
¢ 7 o 3/27/2024  4/11/2024 -364.08
¢ 7 01 4/15/2023  1/15/2024 -124.92
c 7 o 3/1/2024  4/10/2024 -1,152.00
¢ 7 o 3/1/2024  4/10/2024 -75.00
¢ 7 o 3/1/2024  4/10/2024 -492.44
¢ 7 o 3/1/2024  4/10/2024 -607.00
c 7 o 3/23/2024  4/23/2024 -135.12
¢ 7 o 4/15/2023  1/15/2024 -106.92
¢ 7 m 3/16/2023  1/15/2024 -308.44

GOING TO NTO CLIENT DOES NOT WANT
HARD TO REACH CLIENT

CLIENT DOES NOT WANT REDUCTION
HANNAH WANTS TO REOPEN

TRYING TO SCHEDULE

INFORMATION IS VERIFIED, WITH UW
INFORMATION IS VERIFIED, WITH UW
INFORMATION IS VERIFIED, WITH UW
CARLA CALLING TODAY 7.14 FOR SIGNATURE

CLIENT WILL TAKE RT-99 WAITING ON SIG
HERBERT WORKING ON IT
REOPEN SUBMITTED + QUESTIONNAIRE

APS RECEIEVED PENDING REVIEW
WILL RESCHEDULE EXAM
EXAM COMPLETED PENDING REVIEW

I 50 <od'sheet

prescriptions and medical conditions.

Notes by agents in some cases including references to arrests, incarcerations, financial conditions, medical

- Some entries explicitly reference policyholders’ medical conditions with comments such as “UW- 800#
DEPRESSION Q DCL” and “ELEVATED LACTATE DEHYDROGENASE- CAN BE RECONSIDERED IF CLIENT CAN

SHOWS NORMAL LDH LEVELS”.

- Some entries explicitly reference policyholders’ arrest records with comments such as “UW- 800#
ALCOHOL/ ARREST Qs NOPRD TRIAL INC” and “DECLINED- ARREST HISTORY”.

VIODS COD NO PRD NTO 82 g6  10/1]
VIODS- SIGNED AMDT WTH /18] o/1]  10/18
JW- APS DR SAID NOT P INC 921 1041 1072
JW- APS DCL g/g 818 821
SIGNED AMDT NTO 88 822 10/11
SIGNED AMDT g9 23 10/10

STILL CAN'T REACH CLIENT

(CANCELLING THIS POLICY - WILL REWRITE WITH PARENTS AS OWNERS

NEW INFO SUBMITTED 8.14
DO NOT REASSIGN WILL FALL OFF

DOES NOT WANT RATINGO STILL TRYING TO REACH PARENTS TO GET FULL AMT

JW- APS SPECIAL AUTH- PARENT SIG DOES NOT MATCH SIG ON FILE 12/6 [12/16 |11/27|MEDICAL RECORDS RECEIEVED

JW- 800# VERIFY PARENTS COVERAGE DCL MAX COVERAGE

JCL MAX COVERAGE

3/30 [4/9  |a/29

MODS - COD - NOPROD WTH

4/3_ [4/17 _|6/a_|ReFusED cOD

JW- NEED NEW APPLICATION NOPRD WTH IPSTP

4/23 |5/3 5/20 |TRYING TO REACH APPLICANT

JW- APS NOPRD WITHDRAWN

4/16_|4/26 [5/20 |REOPEN REQUEST 5.9

VIODS- SIGNED AMDT NTO

12/15 [12/25 |1/15 |MOTHER CALLED- H.O SAYS NOTHING IS NEEDED

Information we believe belongs to minors, indicated by agent notes regarding parental signatures and
questionnaires.

5/1

7/1

VIODS- SIGNED AMDT NTO

5/4

7/4

MVODS- SIGNED AMDT NTO

5/4

5/15
5/18
5/18

7/4

MODS- COD NOPRD NTO

5/30

6/13

7/30

JW- APS WTH

o/7

9/17

10/7

JW-EXAM WTH

10/1

10/11

10/28

JW- NEED SC APP NOPRD INC

10/1

10/11

10/14

JW- NEED SC APP NOPRD INC

10/1

10/11

10/14

JW- 800# NEED RX DETAILS DCL

10/9

10/19

11/11

JW- 800# CHILD PARENT Q DCL

10/22

11/1

11/18

(CONTESTING EXCLUSION- WITH SR UW

'CONSERVATION TEAM WORKING THESE

'CONSERVATION TEAM WORKING THESE

WILL NOT TAKE BECAUSE DAUGHTER WS DECLINED- PUT NOPRD
APS RECEIVED DENISE REOPENING

RESULTS RECEIVED- PENDING REVIEW

DECLINED DUE TO INFORMATION FROM CALL/ STROKE
MAX COVERAGE

I 5o/ codsheet (bright orange highlights added)
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These spreadsheets are also currently in use with policies from as recently as February 2025.

hd |Type - | Impa - DI~ | NTC~
UW- 800# VERIFY RX HISTORY 2/12/25| 2/22/25|3/17/25
MODS- SIGNED AMDT 2/12/25| 2/26/25|4/15/25
MODS- SIGNED AMDT 2/12/25| 2/26/25|4/15/25
MODS- SIGNED AMDT 2/5/25| 2/19/25| 4/7/25
UW- APS 2/4/25| 2/14/25| 3/3/25
UW- APS TRIALINC 1/28/25| 2/7/25|2/24/25
UW- APS 1/4/25| 1/14/25|2/17/25
MODS- SIGNED AMDT 12/4/24(12/18/24| 2/4/25

I <o eadsheet

The number of policies assigned to each agent category has also changed compared to the previous count in
June 2024.

|Po|icyHoIder Name - |Assigned User

June 2024

Sheet Name  Policy Count Sheet Name Policy Count
% T
10

22

Total 1057

February 2025

Sheet Name Policy Count Sheet Name Policy Count

8 I 293

122
Total 1077

The I spreadsheet was created in April 2022 while the | 25 created in January
2023. They have been publicly accessible since at least May 2024 |G toush

we believe they have been publicly accessible since their creation.
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Violations:

As we wrote in our previous letter, we believe that Globe Life and American Income Life’s data management
practices breach the following provisions:

NAIC Insurance Data Security Model Law:

=  Section 4(D)(2)(a): Failure to implement access controls to protect Nonpublic Information.
= Section 4(D)(2)(g): Failure to utilize effective security controls, such as Multi-Factor Authentication.

Gramm-Leach-Bliley Act (GLBA):

=  FTC Title 16 CFR Part 314: Failing to limit access to necessary customer information, monitor user activity,
and implement multifactor authentication.

Health Insurance Portability and Accountability Act (HIPAA):

=  DHHS Title 45 CFR 164.306(a): Failing to meet general security requirements.
=  DHHS Title 45 CFR 164.312(a)(2)(i): Not using unique user identification.

=  DHHS Title 45 CFR 164.308(a)
)

=  DHHS Title 45 CFR 164.312(d): Not authenticating the person or entity accessing sensitive information.

(3)(i): Lacking appropriate workforce security policies.

California Financial Information Privacy Act (CFIPA):

= Section 4056(a)(2)(B): Failing to limit the use of nonpublic personal information to authorized transactions.

Children's Online Privacy Protection Act (COPPA):

= Section 312.8: Failing to ensure the security, confidentiality, and integrity of personal information collected
from children.

Conclusion and Requests:
We reiterate the closing remarks from our previous letter:

“We are bringing this to your attention because it has become clear to us that Globe Life exercises no
effective oversight over its subsidiaries and agencies whilst providing them with unfettered access to
sensitive policyholder information. In separate issues Globe Life has distanced themselves from the actions
of its agents using their 1099 contractor status as a shield.

Nonetheless, as the ultimate insurer and custodian of policyholder information it is their responsibility to
ensure their compliance with the relevant regulations. We do not believe that these are the only violations
the company is responsible for.”

Globe Life has failed to ensure the security of its policyholders’ data even after we reported these breaches to

you. |
-

If we had not reported the initial vulnerabilities, it is unclear how long it would have gone unaddressed by the
company. After almost 9 months, those same vulnerabilities are still unresolved.

Our ability to investigate further flaws in Globe Life’s security pales in comparison to that of your offices. Given
the complete lack of comprehensive data protection policies at all sample agencies we have explored, we believe
these flaws are systemic across Globe Life’s business.
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We reiterate our urge for immediate action:

1. Address the violations detailed above.

2. Conduct a thorough investigation of Globe Life, American Income Life, and their agencies for additional
violations.

3. Inform the affected individuals of the unsafe storage and processing of their data.
4. Make a public announcement about the ongoing breach given its scale and severity.
5. Request undertakings from Globe Life Inc. to restructure its information and data management practices

to ensure compliance with all relevant data protection and privacy regulations.

We intend to disclose the existence of these breaches publicly on February 17, 2025, to ensure Globe Life’s
policyholders are aware that their personal information, medical information, is available freely on the web. We
do not intend to disclose instructions on how to access the data.

The above, in addition to our findings, demonstrates a clear and persistent disregard for required data protection
and management practices.

We trust that this disclosure will prompt swift and decisive action to protect consumers.

Yours faithfully

Viceroy Research, LLC
1901 Orange Street
Wilmington

DE 19801, USA
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Attention: Whistleblowers

Viceroy encourage any parties with information pertaining to misconduct within Globe Life, its affiliates, or any other entity
to file a report with the appropriate regulatory body.

We also understand first-hand the retaliation whistleblowers sometimes face for championing these issues. Where possible,
Viceroy is happy act as intermediaries in providing information to regulators and reporting information in the public interest
in order to protect the identities of whistleblowers.

You can contact the Viceroy team via email on viceroy@viceroyresearch.com.

About Viceroy

Viceroy Research are an investigative financial research group. As global markets become increasingly opaque and complex
—and traditional gatekeepers and safeguards often compromised — investors and shareholders are at greater risk than ever
of being misled or uninformed by public companies and their promoters and sponsors. Our mission is to sift fact from fiction
and encourage greater management accountability through transparency in reporting and disclosure by public companies
and overall improve the quality of global capital markets.

Important Disclaimer — Please read before continuing

This report has been prepared for educational purposes only and expresses our opinions. This report and any statements
made in connection with it are the authors’ opinions, which have been based upon publicly available facts, field research,
information, and analysis through our due diligence process, and are not statements of fact. All expressions of opinion are
subject to change without notice, and we do not undertake to update or supplement any reports or any of the information,
analysis and opinion contained in them. We believe that the publication of our opinions about public companies that we
research is in the public interest. We are entitled to our opinions and to the right to express such opinions in a public forum.
You can access any information or evidence cited in this report or that we relied on to write this report from information in
the public domain.

To the best of our ability and belief, all information contained herein is accurate and reliable, and has been obtained from
public sources we believe to be accurate and reliable, and who are not insiders or connected persons of the stock covered
herein or who may otherwise owe any fiduciary duty or duty of confidentiality to the issuer. We have a good-faith belief in
everything we write; however, all such information is presented "as is," without warranty of any kind — whether express or
implied.

In no event will we be liable for any direct or indirect trading losses caused by any information available on this report. Think
critically about our opinions and do your own research and analysis before making any investment decisions. We are not
registered as an investment advisor in any jurisdiction. By downloading, reading or otherwise using this report, you agree to
do your own research and due diligence before making any investment decision with respect to securities discussed herein,
and by doing so, you represent to us that you have sufficient investment sophistication to critically assess the information,
analysis and opinions in this report. You should seek the advice of a security professional regarding your stock transactions.

This document or any information herein should not be interpreted as an offer, a solicitation of an offer, invitation, marketing
of services or products, advertisement, inducement, or representation of any kind, nor as investment advice or a
recommendation to buy or sell any investment products or to make any type of investment, or as an opinion on the merits
or otherwise of any particular investment or investment strategy.

Any examples or interpretations of investments and investment strategies or trade ideas are intended for illustrative and
educational purposes only and are not indicative of the historical or future performance or the chances of success of any
particular investment and/or strategy. As of the publication date of this report, you should assume that the authors have a
direct or indirect interest/position in all stocks (and/or options, swaps, and other derivative securities related to the stock)
and bonds covered herein, and therefore stand to realize monetary gains in the event that the price of either declines.

The authors may continue transacting directly and/or indirectly in the securities of issuers covered on this report for an
indefinite period and may be long, short, or neutral at any time hereafter regardless of their initial recommendation.
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