Truecaller – Consent for Minors
Truecaller’s app facilitates strangers’ contact with minors without valid consent.
PLEASE READ IMPORTANT DISCLAIMER – PAGE 3
September 29, 2022 – Viceroy research has fielded calls from concerned data protection specialists in India in
relation to how Truecaller handles consent for minors.
Indian contract laws do not recognize minors (persons under the age of 18) as competent persons to contract
with. Obtaining child consent has no legal validity and therefore consent of a guardian.

Figure 1 – Data Guidance - India: Privacy and children's data - Issues and challenges in 20221

Truecaller’s privacy policy simply states that it does not intentionally collect data from those under the relevant
age of consent to enter into binding legal contracts.

Figure 2 – Truecaller Privacy Policy2

▪

Truecaller sign-up does not request a users age (only access to all of their other personal information).
Truecaller indiscriminately collects data from users under the age of 18 in India, and indeed globally. This
data is uploaded onto their public phone-book.

▪

Truecaller’s enhanced search spyware indiscriminately pulls contact data of minors and uploads this data
into its public phone-book. Users cannot obtain unilateral consent from their contacts, especially if those
contacts are minors.

▪

Data of minors (and all users) is actively available to strangers online without their consent.

Truecaller is actively in breach of global regulations.
We believe Truecaller will have to obtain consent from all users, and remove non-users from its database.
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https://www.dataguidance.com/opinion/india-privacy-and-childrens-data-issuesand#:~:text=Current%20data%20privacy%20law%20in%20India&text=Indian%20contract%20laws%20do%20not,to%20coll
ect%20a%20child's%20data
2 https://www.truecaller.com/privacy-policy#row
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The Hindu Business Line report that 84% of children between 10-14 years use smartphones in India.

Figure 3 - Indian children among youngest to reach mobile maturity: Report3

Approximately 20% of India’s population fall into ages 10-19 and are early technology adopters. We believe
minors represent a substantial portion of Truecaller’s user base and non-user phonebook4.

Enhanced Search – Deceitful Unwind
Until yesterday: the was the sign-up screen for new Indian and non-EU users had the Enhanced Search feature
available and auto-ticked. This feature has now been removed from sign in. We do not know where it is, nor do
we know if it is automatically turned on.
There still remains no checks by Truecaller to verify they are not collecting and publicizing data of minors.

Figure 4 – Truecaller India Sign-up page dated 28 Sep 2022

By omission, it appears that Truecaller have recognized that this
Enhanced Search feature was a breach regulation and of consumer trust.
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https://www.thehindubusinessline.com/news/variety/indian-children-among-youngest-to-reach-mobile-maturityreport/article65416393.ece
4 https://www.unicef.org/rosa/media/10566/file/India.pdf
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Attention: Whistleblowers
Viceroy encourage any parties with information pertaining to misconduct within Truecaller, its affiliates, or any other entity
to file a report with the appropriate regulatory body.
We also understand first-hand the retaliation whistleblowers sometimes face for championing these issues. Where possible,
Viceroy is happy act as intermediaries in providing information to regulators and reporting information in the public interest
in order to protect the identities of whistleblowers.
You can contact the Viceroy team via email on viceroy@viceroyresearch.com.
About Viceroy
Viceroy Research are an investigative financial research group. As global markets become increasingly opaque and complex
– and traditional gatekeepers and safeguards often compromised – investors and shareholders are at greater risk than ever
of being misled or uninformed by public companies and their promoters and sponsors. Our mission is to sift fact from fiction
and encourage greater management accountability through transparency in reporting and disclosure by public companies
and overall improve the quality of global capital markets.

Important Disclaimer – Please read before continuing
This report has been prepared for educational purposes only and expresses our opinions. This report and any statements
made in connection with it are the authors’ opinions, which have been based upon publicly available facts, field research,
information, and analysis through our due diligence process, and are not statements of fact. All expressions of opinion are
subject to change without notice, and we do not undertake to update or supplement any reports or any of the information,
analysis and opinion contained in them. We believe that the publication of our opinions about public companies that we
research is in the public interest. We are entitled to our opinions and to the right to express such opinions in a public forum.
You can access any information or evidence cited in this report or that we relied on to write this report from information in
the public domain.
To the best of our ability and belief, all information contained herein is accurate and reliable, and has been obtained from
public sources we believe to be accurate and reliable, and who are not insiders or connected persons of the stock covered
herein or who may otherwise owe any fiduciary duty or duty of confidentiality to the issuer. We have a good-faith belief in
everything we write; however, all such information is presented "as is," without warranty of any kind – whether express or
implied.
In no event will we be liable for any direct or indirect trading losses caused by any information available on this report. Think
critically about our opinions and do your own research and analysis before making any investment decisions. We are not
registered as an investment advisor in any jurisdiction. By downloading, reading or otherwise using this report, you agree to
do your own research and due diligence before making any investment decision with respect to securities discussed herein,
and by doing so, you represent to us that you have sufficient investment sophistication to critically assess the information,
analysis and opinions in this report. You should seek the advice of a security professional regarding your stock transactions.
This document or any information herein should not be interpreted as an offer, a solicitation of an offer, invitation, marketing
of services or products, advertisement, inducement, or representation of any kind, nor as investment advice or a
recommendation to buy or sell any investment products or to make any type of investment, or as an opinion on the merits
or otherwise of any particular investment or investment strategy.
Any examples or interpretations of investments and investment strategies or trade ideas are intended for illustrative and
educational purposes only and are not indicative of the historical or future performance or the chances of success of any
particular investment and/or strategy. As of the publication date of this report, you should assume that the authors have a
direct or indirect interest/position in all stocks (and/or options, swaps, and other derivative securities related to the stock)
and bonds covered herein, and therefore stand to realize monetary gains in the event that the price of either declines.
The authors may continue transacting directly and/or indirectly in the securities of issuers covered on this report for an
indefinite period and may be long, short, or neutral at any time hereafter regardless of their initial recommendation.
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