PagSeguro and StoneCo– Not “seguro” after all
The payment processors’ sole supplier has been raided by the FBI & Dept Homeland Security
on cybersecurity concerns
PLEASE READ IMPORTANT DISCLAIMER – PAGE 2
October 27, 2021 –Viceroy are short PagSeguro (NYSE:PAGS) and StoneCo (NASDAQ:STNE), two Brazillian
focused payment processors. After a raid by the FBI in conjunction the Department of Homeland Security on
PAX Global Technology Ltd’s (SEHK: 327) Florida offices, we have serious concern for the operational integrity of
both PagSeguro and StoneCo. We have been keeping an eye on the two companies for some time, but recent
developments have prompted us to publish this brief note.
Both PagSeguro and StoneCo are dependent on Chinese company PAX Global Technology Limited for their POS
terminals1.
Yesterday, October 26, 2021, PAX Technology’s Florida locations were raided by the FBI with sources reporting
that the machines have been used as malware droppers and command-and-control locations2. We expect
PagSeguro to be subject to significant regulatory action and scrutiny, with the clear possibility of legal action
against the company by various counterparties.
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Figure 2 StoneCo 2021 20-F4

The FBI’s official statement claimed the investigation remained active with the bureau searching PAX
Technology’s Florida locations assisted by the Department of Homeland Security. Their statement also included
the involvement of the Department of Customs and Border Protection and the Naval Criminal Investigative
Services.
We note that it is rare for payment terminals themselves to be compromised: these devices are typically
independently certified and tested under PTS standards. We believe it is far more likely that the payment
workstations were compromised while running “fully integrated”, receiving card data and facilitating
communication with payment processors.
Any breach is a material failure of both companies’ B2B internal audit controls and represents a serious risk to
the PagSeguro’s PagBank license.
Security news site KrebsOnSecurity.com cites a corroborated source stating that two major financial providers
in the US and UK had begun pulling PAX terminals from payment infrastructure. We expect this to be the main
course of action for many customers 5.
Until the full extent of the damages is confirmed we are unable to assign a target price to the securities of either
company.
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Attention: Whistleblowers
Viceroy encourage any parties with information pertaining to misconduct within PAX Technology, PagSeguro, StoneCo, their
affiliates, or any other entity to file a report with the appropriate regulatory body.
We also understand first-hand the retaliation whistleblowers sometimes face for championing these issues. Where possible,
Viceroy is happy act as intermediaries in providing information to regulators and reporting information in the public interest
in order to protect the identities of whistleblowers.
You can contact the Viceroy team via email on viceroy@viceroyresearch.com.
About Viceroy
Viceroy Research are an investigative financial research group. As global markets become increasingly opaque and complex
– and traditional gatekeepers and safeguards often compromised – investors and shareholders are at greater risk than ever
of being misled or uninformed by public companies and their promoters and sponsors. Our mission is to sift fact from fiction
and encourage greater management accountability through transparency in reporting and disclosure by public companies
and overall improve the quality of global capital markets.

Important Disclaimer – Please read before continuing
This report has been prepared for educational purposes only and expresses our opinions. This report and any statements
made in connection with it are the authors’ opinions, which have been based upon publicly available facts, field research,
information, and analysis through our due diligence process, and are not statements of fact. All expressions of opinion are
subject to change without notice, and we do not undertake to update or supplement any reports or any of the information,
analysis and opinion contained in them. We believe that the publication of our opinions about public companies that we
research is in the public interest. We are entitled to our opinions and to the right to express such opinions in a public forum.
You can access any information or evidence cited in this report or that we relied on to write this report from information in
the public domain.
To the best of our ability and belief, all information contained herein is accurate and reliable, and has been obtained from
public sources we believe to be accurate and reliable, and who are not insiders or connected persons of the stock covered
herein or who may otherwise owe any fiduciary duty or duty of confidentiality to the issuer. We have a good-faith belief in
everything we write; however, all such information is presented "as is," without warranty of any kind – whether express or
implied.
In no event will we be liable for any direct or indirect trading losses caused by any information available on this report. Think
critically about our opinions and do your own research and analysis before making any investment decisions. We are not
registered as an investment advisor in any jurisdiction. By downloading, reading or otherwise using this report, you agree to
do your own research and due diligence before making any investment decision with respect to securities discussed herein,
and by doing so, you represent to us that you have sufficient investment sophistication to critically assess the information,
analysis and opinions in this report. You should seek the advice of a security professional regarding your stock transactions.
This document or any information herein should not be interpreted as an offer, a solicitation of an offer, invitation, marketing
of services or products, advertisement, inducement, or representation of any kind, nor as investment advice or a
recommendation to buy or sell any investment products or to make any type of investment, or as an opinion on the merits
or otherwise of any particular investment or investment strategy.
Any examples or interpretations of investments and investment strategies or trade ideas are intended for illustrative and
educational purposes only and are not indicative of the historical or future performance or the chances of success of any
particular investment and/or strategy. As of the publication date of this report, you should assume that the authors have a
direct or indirect interest/position in all stocks (and/or options, swaps, and other derivative securities related to the stock)
and bonds covered herein, and therefore stand to realize monetary gains in the event that the price of either declines.
The authors may continue transacting directly and/or indirectly in the securities of issuers covered on this report for an
indefinite period and may be long, short, or neutral at any time hereafter regardless of their initial recommendation.
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